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Microsoft 365 Copilot

Built on Microsoft’s comprehensive approach

Security Compliance Privacy Responsible AI



AutonomousRetrieval

What are agents?

Simple Advanced

Task

Agents vary complexity and capabilities depending on your need

Agents use AI to automate and execute business processes, 
working alongside or on behalf of a person, team or organization



Human with assistant

Phase 1



Human with assistantHuman-agent teams
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Microsoft 365 Copilot Innovation Areas

1 2 3

Built into the tools you rely 
on every day, Copilot 

understands your goals, 
anticipates next steps, and acts 

proactively—helping 
you and your team turn 

intent into results.​

Grounded in your 
organization’s context with 
Work IQ, Copilot puts AI to 

work—automating, augmenting, 
and  transforming business 

processes—multiplying 
your impact at scale.

Built with enterprise-grade 
security, compliance, and 

manageability, Copilot protects 
what matters most while 

empowering your business to 
innovate confidently.

Personal and team 
productivity

Business process Enterprise ready AI
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Copilot is the UI for AI

Copilot Control System

+  PlatformProductivity + Agents +  Extensibility

Signals & Knowledge

Your entry point to AI

Pre-configured

Agents Tool to create and 

customize Agents

Low Code Pro Code



Chat

Secure AI chat with the latest 
models available and Work IQ 
intelligence layer.

Search

AI search enhanced by 
Work IQ for fast and 
relevant results.

Agents

Notebooks

Copilot is grounded in your 
project’s diverse content 
types to provide targeted 
responses and engaging 
audio overviews.

A broad ecosystem of 
pre-built agents available in 
the Agent Store and build 
your own agents in 
Copilot Studio.

Create

AI-generated images, posters, 
banners, videos, and more that 
are aligned to your 
organization’s brand identity.

Apps

App store for Microsoft 365 
apps or 3rd party apps 
cataloged and ready to be 
pinned to the Chat navigation 

Microsoft 365 Copilot: AI Built for work



Microsoft 365 Copilot

Security & 
Governance

Data security

AI security

Compliance & privacy

Management 
Controls

Licensing & metering

Configuration & customization

Integrations

Measurement & 
Reporting

Usage & Adoption

Impact & Productivity

Business value & ROI

Copilot Control System



Tools to secure and govern your Copilot use

Address oversharing 
concerns

ÅGain visibility into 
overshared content

ÅRemediate excessive 
permissions

ÅPrevent Copilot from 
processing sensitive files

Protect against data loss 
and insider risks

ÅGet alerts and reports of 
risky behavior and AI use

ÅProtect sensitive files and 
interactions

ÅDynamically apply security 
policies based on risky 
actions

Govern AI use to meet 
regulations & policies

ÅInspect interaction content 
and audit logs 

ÅInvestigate for compliance 
and ethical violations

ÅEnforce lifecycle policies 
and legal holds 

Secure Govern



Licensing & metering

Cost clarity
Data-driven adoption with spend aligned 

to value

Configuration & customization

Centralized control
Comprehensive settings to ensure 
tailored and predictable behavior

Integrations

Trusted expansion
Extend Copilot value with governed 

enterprise integrations

Management controls for Microsoft 365 Copilot
Drive AI adoption while maintaining visibility and control



Get proactive 
overviews of your day

Copilot 
Chat

Bridge your 
knowledge sources

Copilot 
connectors

Prepare for 
a customer meeting

Researcher

Interpret multilingual 
conversations in real time

Interpreter

Automate reminders 
and tasks 

Workflows

Quickly
find content

Copilot Search

Jumpstart 
document drafting

Agent Mode 
in Word

Quickly onboard onto
new roles or projects

Notebooks

Never take meeting
notes again

Facilitator

Start your workday 
hands-free

Voice in 
Copilot mobile

Where Copilot wows



Chat
Secure AI chat powered by the latest 
models available and Work IQ 
intelligence layer. 



Copilot Chat powered by GPT-5.2

Å GPT-5.2 Instant – an efficient model for everyday 
writing, translation, and skill-building.

Å GPT-5.2 Thinking –  supports complex problems 
and strategic insights.

Å Connects to Work IQ to unlock insights, market 
research, and strategic planning, reasoning across 
meetings, emails, and documents.

Å Accessible in the model selector in both Copilot 
Chat and Copilot Studio.

Enterprise data protection and optimized for work

Smarter and more useful for both work and learning

M365 Copilot priority access and Copilot Chat standard access



Copilot Chat 
in Microsoft 
365 apps 
Use a secure chat with web & 
Work IQ. Reason over open files 
and command with advanced 
app skills. Built-in access to 
agents and advanced reasoning 
AI like Researcher & Analyst 
across select Microsoft 365 apps.

In-app 
editing

Work data access

Work data 
prompts

Access 
reasoning 
agents



Agent Mode in Word, Excel & PowerPoint
Copilot orchestrates multi-step tasks to deliver Office documents, spreadsheets, and presentations

ÅIntegrated with Office: Copilot works with real 
Word styles, Excel formulas and tables, and 
PowerPoint layouts. 

ÅGrounded in trusted sources*: Leverage your 
files, emails, and meetings with Work IQ, and 
web grounding for external sources when 
needed. In Agent Mode in Excel, choose the 
OpenAI or Anthropic model that best supports 
your analysis.**

ÅTransparent and reviewable: Every change 
includes clear explanations and easy ways to 
adjust – keeping you in control at every step.

Excel & Word (Web, Win32, Mac): Available in Frontier Program, Rollout start in Q1 2026
PowerPoint (Win32): Available in Frontier Program, Rollout start in Q1 2026
*Copilot Chat users can access web-grounded responses and uploaded files and are limited to the provided OpenAI model.
** Agent Mode in Word and PowerPoint currently leverage OpenAI models only M365 Copilot: priority access, Copilot Chat: standard access



Search
AI search enhanced by Work IQ for 
fast and relevant results. 



Search

Intelligent search

Integrates Copilot Chat’s natural 
language understanding with 
semantic indexing to uncover 

deeper, more relevant results and 
create a springboard for work. 

Broad connector ecosystem

Search across Microsoft 365,
on-premises, and other

LOB applications and services
using the extensive 100+ connectors 

ecosystem.

Authoritative results

Allows admins to curate answers 
that provide concise, authoritative 
results that are especially relevant 

to your organization.



Use Microsoft agents

Leverage agents built by Microsoft 
that use advanced reasoning

like Researcher and Analyst or 
specialized agents like Facilitator

for meeting management.

Discover agents

From Microsoft to trusted
third party agents, Agent Store
is where you find agents that

are ready to work for you. 

Build custom agents

Build your own agents with
Copilot Studio using natural

language or pro code tooling with 
the Microsoft 365 Agent SDK.

Agents



Microsoft Agents
Automate tasks with pre-built agents by Microsoft that are designed for work

Gain agent best practices at our AI Agent Hub AI agents – Microsoft Adoption

Public preview

Channels
AI teammate

Analyst
Advanced reasoning

Generally available

Excel
Data visualizations

and insights

Frontier Program

Surveys
End-to-end survey mgmt.

Generally Available

PowerPoint
Build and iterate on 

presentations

Frontier Program

Automate project mgmt.

Public preview

Project ManagerKnowledge

Public preview

Content mgmt. & organization

Researcher
Advanced reasoning

Generally available

Word
Document creation

and iteration

Frontier Program

Public preview

Communities
Community mgmt.

Generally available 

Interpreter
Multi-lingual translation

People
Colleague connector & 
collaboration planner

Frontier Program

Generally available

Facilitator
Teams meeting moderation

Organizational insights

Workforce Insights

Frontier Program

Curated AI skill building 
resources

Learning

Frontier Program

https://adoption.microsoft.com/en-us/customer-hub/ai-agents/
https://adoption.microsoft.com/en-us/customer-hub/ai-agents/
https://adoption.microsoft.com/en-us/customer-hub/ai-agents/
https://techcommunity.microsoft.com/blog/microsoft365insiderblog/introducing-channel-agent-in-teams/4455451
https://techcommunity.microsoft.com/blog/microsoft365copilotblog/analyst-agent-in-microsoft-365-copilot/4397191
https://adoption.microsoft.com/en-us/copilot/frontier-program/
https://techcommunity.microsoft.com/blog/microsoftformsblog/shipped-surveys-agent-now-live-for-customers-in-microsoft-365-copilot-frontier-p/4444421
https://adoption.microsoft.com/en-us/copilot/frontier-program/
https://techcommunity.microsoft.com/blog/plannerblog/unleashing-the-power-of-agents-in-microsoft-planner/4304794
https://techcommunity.microsoft.com/blog/spblog/introducing-knowledge-agent-in-sharepoint/4454154
https://techcommunity.microsoft.com/blog/microsoft365copilotblog/researcher-agent-in-microsoft-365-copilot/4397186
https://adoption.microsoft.com/en-us/copilot/frontier-program/
https://techcommunity.microsoft.com/blog/viva_engage_blog/introducing-agents-in-viva-engage-communities-your-ai-powered-community-expert/4454146
https://techcommunity.microsoft.com/blog/microsoft365copilotblog/introducing-new-agents-in-microsoft-365/4296918
https://adoption.microsoft.com/en-us/copilot/frontier-program/
https://techcommunity.microsoft.com/blog/microsoft365copilotblog/introducing-new-agents-in-microsoft-365/4296918
https://adoption.microsoft.com/en-us/copilot/frontier-program/
https://adoption.microsoft.com/en-us/copilot/frontier-program/


Word, Excel, and PowerPoint Agents
Turn ideas into polished documents, spreadsheets, and presentations directly in chat

ÅEach agent draws from both web and 
WorkIQ* sources to research, analyze and 
create high-quality content.

ÅWorks with you to clarify your request 
through targeted questions about focus, 
theme, audience, and file length.

ÅLet’s you refine results in Chat or open in 
the Word, Excel, or PowerPoint apps to edit 
and collaborate further.

Available in Frontier Program, Generally Available worldwide in Q1 2026
*Excel Agent currently only supports web sources, Microsoft 365 Copilot Chat users can access web grounding only 

M365 Copilot: priority access, Copilot Chat: standard access

https://support.microsoft.com/en-us/topic/what-is-frontier-17c671e0-1906-4d9d-892c-68e11fbff4c7


Licensing placemat



Microsoft 365 Copilot  ̧Included ο Limited  ▲ 
Metered

w/o Copilot license

Microsoft 365 
Copilot Chat

$30 pu/pm

Microsoft 365 
Copilot

Grounding 
Web data, referenced files, uploaded files ¸ ¸

Work IQ1 - ¸

Models
GPT-5.2 Standard Priority

Model choice - ¸

Microsoft 365 Copilot App

Chat ¸ ¸

Search2 ο ¸

Notebooks - ¸

Create Standard Priority

Memory and personalization ¸ ¸

Voice on mobile, desktop, web Standard Priority

Sora 24 - ¸

Copilot Mode in Edge5 ο ¸

Role-based AI solutions (Sales, Service, Finance) 6 - ¸

M365 Apps
Agent Mode in M365 apps 4 Standard Priority

Copilot in Teams and Teams mode - ¸

Advanced AI skills in M365 apps - ¸

Agents & tools

Agent creation using Copilot Studio7 ¸ ¸

Agent usage ▲ ¸

Copilot Tuning8 ▲ ¸

Employee Self Service agent ▲ ¸

Pre-built Microsoft agents, including deep reasoning9 and app-based agents - ¸

Copilot connectors3 for external data sources ο ¸

App Builder and Workflows4 - ¸

Security and management
Enterprise Data Protection (EDP), management, compliance, and controls ¸ ¸

Copilot and Agent Analytics ο ¸

SharePoint Advanced Management - ¸

1) Copilot Chat users can access Outlook inbox, emails, and files
2) Basic search (not semantically indexed) included for Copilot Chat users; 

AI-powered search included for M365 Copilot users
3) Reasoning applies to M365 Copilot users only; external data includes 3P and LOB data 

4) Available via the Frontier Program, rollout start in Q1 2026
5) Copilot Chat users access Copilot Mode w/web data and open documents only
6) Rollout of Service to GA and Sales and Finance to Public Preview Dec. 2025
7) Agent Builder for Copilot Chat and Agent Builder and Copilot Studio for M365 Copilot 

subscribers 
8) Public Preview in Dec; Tuning experience restricted to tenants with >5K seats
9) Researcher and Analyst agents have combined limit of 25 interactions pu/pm

https://support.microsoft.com/en-us/topic/standard-versus-priority-access-to-features-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f
https://support.microsoft.com/en-us/topic/standard-versus-priority-access-to-features-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f
https://support.microsoft.com/en-us/topic/standard-versus-priority-access-to-features-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f
https://support.microsoft.com/en-us/topic/standard-versus-priority-access-to-features-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f
https://support.microsoft.com/en-us/topic/standard-versus-priority-access-to-features-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f
https://support.microsoft.com/en-us/topic/standard-versus-priority-access-to-features-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f
https://support.microsoft.com/en-us/topic/standard-versus-priority-access-to-features-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f
https://support.microsoft.com/en-us/topic/standard-versus-priority-access-to-features-in-microsoft-365-copilot-chat-12c8d9f8-db32-4f99-8ebe-d8d85879137f
https://support.microsoft.com/en-us/topic/what-is-frontier-17c671e0-1906-4d9d-892c-68e11fbff4c7


Dataflow, Web Queries & Data Privacy Explanation

Copilot for Microsoft 365



Information about this Deck:
Purpose of the Deck:
Simplified explanatory Data flow Diagram Microsoft 365 Copilot for Data Privacy purpose to show the data processing and the applicable Safeguards. Information are 
ĤċƚĲĬШŸŰШƣőĲШĦƨƖƖĲŰƣШĬŸĦƨůĲŰƣċƣŔŸŰШċŰĬШƣőĲШĦŸŰĬƨĦƣĲĬШċĦƣƨċũШÂĲŰƣĲƚƣШШљÑőŔƖĬ-Party Vulnerability Assessment of Copilot for MicrosŸŉƣШΟΣΡњЮ

General Information:
Microsoft 365 Copilot is part of the Microsoft 365 Environment as a Core Service. Therefore, all regulations and security measures which apply to Microsoft 365 apply are 
likewise applicable to Microsoft 365 Copilot. Exceptions if applicable are mentioned either in the Product and Service Terms or in the added Third-Party Vulnerability 
Assessment of Copilot for Microsoft 365. 

Additional Information:
ÅThe Data flow explanation on the following slides is based on the public available data processing Information Microsoft 365 Copilot overview| Microsoft Learn

Disclaimer:
The Slide Deck is for explanatory explanation of the processing and the applied safeguards. It does not represent the full architecture as Microsoft 365 and Microsoft 365 
Copilot relay on the same architecture within the Azure Service Boundary.  
More Info of the Microsoft 365 architecture can be found here:  Microsoft 365 solution and architecture center | Microsoft Learn

https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-overview
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-overview
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-overview
https://learn.microsoft.com/en-us/copilot/microsoft-365/microsoft-365-copilot-overview
https://learn.microsoft.com/en-us/microsoft-365/solutions/?view=o365-worldwide


Microsoft 365 Copilot

Built on Microsoft’s comprehensive approach

Security Compliance Privacy Responsible AI



Microsoft Graph

- Your Data -

Large Language 

Models (LLM)

Natural Language

Copilot for Microsoft 365

The

Internet

Microsoft 365 

Apps



Tenant Microsoft 365 tenant is a logically isolated construct within Microsoft 365 that defines the 
ĬĲŉċƨũƣШũŸĦċƣŔŸŰШŉŸƖШƚƣŸƖŔŰŊШǃŸƨƖШŸƖŊċŰŔǍċƣŔŸŰќƚШĬċƣċЮШÑőŔƚШũŸĦċƣŔŸŰШŔƚШƚƓĲĦŔŉŔĲĬШƽőĲŰШǃŸƨШĦƖĲċƣĲШ
the tenant for your organization. Each Microsoft 365 tenant is distinct, unique, and separate 
from all other Microsoft 365 tenants. Data stored in a tenant is encrypted at rest and only 
available to the users within the tenant. Microsoft does not have standing access to Customer 
Data. 

Service boundary Microsoft 365 service boundary encompasses all of the processes and resources for which 
Microsoft is responsible and against which Microsoft makescommitments, so that you know 
when, how and where your data is stored. 

Microsoft protects your data and enables you to control it

~ŔĦƖŸƚŸŉƣШΟΣΡШ9ŸƓŔũŸƣШŔƚШŔŰƣĲŊƖċƣĲĬШƽŔƣőШ~ŔĦƖŸƚŸŉƣШΟΣΡШċŰĬШĤƨŔũĬƚШŸŰШ~ŔĦƖŸƚŸŉƣќƚШĦŸůƓƖĲőĲŰƚŔƻĲШċƓƓƖŸċĦőШƣŸШ
security, compliance, and privacy.



User prompt

Data flow (     = all requests are encrypted via HTTPS and wss://)

User prompts are sent to Copilot1

Microsoft 365 Service Boundary

1

Pre-processing

Grounding

2

Dataverse + Power 

Platform Services

BingPlug-ins

Microsoft 

Graph

Your context and content 

(emails, files, meetings, 

chats, calendars, and 

contacts)

Customer Microsoft 365 Tenant

Copilot accesses Graph + (optional) Web + Other services for grounding2

Modified 

prompt

3

LLM

RAI is performed on 

input prompt and 

output results

RAI

Prompts, responses, and grounding data 

aren’t used to train foundation models

Azure

OpenAI

Azure OpenAI 

instance is maintained 

by Microsoft. OpenAI 

has no access to the 

data or the model

Copilot sends modified prompt to Large Language Model 

(LLM)
3

LLM

response

4

Copilot receives LLM response4

Copilot accesses Graph for Compliance and Purview5

Compliance and 

Purview

Post-processing

5

3

Copilot sends the response back to the user6

Copilot 

response 

back to the 

user

6

Microsoft 365 Copilot basic architecture



Microsoft 365 Copilot – Data Security & Purview

Microsoft GraphSemantic Index

Microsoft 365 Copilot

Maps your data and 
relationships

Provides personalized, 

relevant, and actionable 
information

Organization Data 

Your Tenant data: Files, mailboxes, chat data, videos, etc

M
3

6
5

 A
p

p
s

Microsoft 365 Service (Service Boundary)

M365 Tenant Azure Open AI 

service subscription 

for Microsoft 365

Large Language Model 

(LLM)

Å Copilot acts on Behalf 

of the user

Å Copilot does NOT use 

Service Accounts

Å All actions are done 

with the user’s 

permissions

Copilot will only have 
access to content, the 

user has permissions to!

Copilot acts 

On-Behalf of the User! 



Geo Location (EU Tenant – EU Data Boundary)

Microsoft GraphSemantic Index

Microsoft 365 Copilot

Maps your data and 
relationships

Provides personalized, 

relevant, and actionable 
information

Organization Data 

Your Tenant data: Files, mailboxes, chat data, videos, etc

M
365 A

pps

Microsoft 365 Service (Service Boundary)

M365 Tenant Azure Open AI 
service subscription 

for Microsoft 365

Large Language Model 
(LLM)

*) according the customers M365 
Tenant setup 

**) Microsoft 365 Copilot calls to the 
LLM are routed to the closest data 
centers in the region, 

**
Processing: CH/EU

Data residency: CH/EU

Processing: CH/EU

Data residency: CH/EU

Processing: CH/EU**

Data residency: no data at rest

Processing: CH/EU

Data residency: CH/EU



Local Processing for prompts and responses 
Enterprise ready AI

In-country data handling for secure, compliant Microsoft 365 Copilot experiences

Å Process Microsoft 365 Copilot 
interactions in-country to keep data 
local and safeguard privacy and 
integrity.

Å Enables compliance for regulated 
industries by keeping data local and 
meeting legal requirements.

Å Available by end of 2025 customers in 
Australia, UK, Japan, and India and an 
additional 11 countries1 throughout 
2026.

Rollout start Dec 2025 

1. UAE, Canada, Germany, Italy, Malaysia, Poland, South Africa, Spain, Sweden, 
Switzerland, US



Microsoft 365 Copilot &Copilot Chat Web Grounding

Information



* Web content control only available in Work tab for M365 Copilot licensed users.

 In review for Copilot Chat and Web tab for M365 Copilot.

Query

Web query user experience



Use of M365 Copilot and M365 Copilot Chat involves prompts (entered by users) and responses (content generated by 
Copilot). It also involves the optional use of web queries generated by Copilot based on the user’s prompt. 

Prompts and responses vs web search queries

Microsoft 365 Service Boundary

Enterprise data protection

Web search 
query

Relevant 
web data

Response

Prompt

Bing Search Service

Short, few word web query, 
identifiers removed



Web queries have multiple layers of protections and controls

Admin Controls

User Protections

Query Protections

Contractual Commitments¹

Å Allow web search policy (user / group, work / web)

Å Audit logging and eDiscovery for web search queries 

Å User toggle web search on/off (M365 Copilot. In review: Copilot Chat, Web)

Å RAI on prompt and response

Å Web search query transparency (in the response)

Å Short, few words. Not the entire prompt (unless very short)

Å Secure transmission

Å User and tenant identifiers removed 

Å Microsoft has no rights in Query Data other than as needed to provide the services

Å Query Data is not used to improve Bing 

Å Query Data is not used to create advertising profiles or track user behavior

Å Query Data is not shared with advertisers or otherwise beyond Microsoft

Å Query Data is not used to train generative AI foundation models

Å Query Data is treated as Customer Confidential Information

¹See the full Product Terms

https://www.microsoft.com/licensing/terms/productoffering/Microsoft365/EAEAS%23:~:text=Microsoft%2520365%2520Copilot%2520and,technical%2520and%2520organizational%2520measures.#:~:text=Microsoft%20365%20Copilot%20and,technical%20and%20organizational%20measures.


Microsoft 365 Service Boundary

Enterprise data protection

Web search 
query

Relevant 
web data

Response

Prompt

Bing Search Service

Short, few word web query, 
identifiers removed

Web queries are protected throughout the grounding process.

Protection in practice

Admin Controls User Protections Query Protections Contractual Commitments



Web queries have multiple layers of protections and controls

¹See the full Product Terms

Copilot web search Traditional search

Allow web search policy (user / group, work / web) Ɓ

Audit logging and eDiscovery for web search queries Ɓ

User toggle web search on/off (M365 Copilot. In review: Copilot Chat, Web) Ɓ

RAI on prompt and response Ɓ N/A

Web search query transparency (in the response) Ɓ

Short, few words. Not the entire prompt (unless very short) Ɓ Ɓ

Secure transmission Ɓ Ɓ

User and tenant identifiers removed Ɓ

Search Provider has no rights in Query Data other than as needed to provide the services

Ɓ

Query Data is not used to improve Bing 

Query Data is not used to create advertising profiles or track user behavior

Query Data is not shared with advertisers or otherwise beyond Microsoft

Query Data is not used to train generative AI foundation models

Query Data is treated as Customer Confidential Information

User Protections

Query Protections

Contractual Commitments¹

Admin Controls

https://www.microsoft.com/licensing/terms/productoffering/Microsoft365/EAEAS%23:~:text=Microsoft%2520365%2520Copilot%2520and,technical%2520and%2520organizational%2520measures.#:~:text=Microsoft%20365%20Copilot%20and,technical%20and%20organizational%20measures.


Contractual Commitments for Prompts/Responses and Web 

Queries for M365 Copilot and M365 Copilot Chat

Prompts and 
responses 

ÅEnterprise data protection (EDP). DPA and Products Terms apply. 

ÅMicrosoft acts as a data processor.

Web search 
queries 
generated by 
Copilot

ÅSubject to the Microsoft Services Agreement between each user and Microsoft, together with the Microsoft Privacy Statement. 

Å In addition, the Product Terms add additional commitments on Microsoft as a controller with respect to handling of web query data. 

Å In the event of conflict, Product Terms supersede MSA and Privacy Statement. 

ÅMicrosoft acts as an independent data controller, responsible for complying with all applicable laws and controller obligations. 

ÅThe Microsoft Products and Services Data Protection Addendum (DPA) doesn’t apply to the use of Bing.

https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA
https://www.microsoft.com/licensing/terms/productoffering/Microsoft365/EAEAS%23:~:text=Microsoft%2520365%2520Copilot%2520and,technical%2520and%2520organizational%2520measures.#:~:text=Microsoft%20365%20Copilot%20and,technical%20and%20organizational%20measures.
https://www.microsoft.com/servicesagreement
https://privacy.microsoft.com/privacystatement
https://www.microsoft.com/licensing/docs/view/Microsoft-Products-and-Services-Data-Protection-Addendum-DPA


Microsoft 365 Copilot and Microsoft Copilot Chat
If permitted by Customer, users may elect to use web query functionality powered by Bing as a 
connected service subject to terms of use other than these terms, and with respect to which 
Microsoft is a data controller, as identified in product documentation. Notwithstanding any 
contrary provision in terms applicable to the web query functionality, queries or other data 
ыŔŰĦũƨĬŔŰŊШċŰǃШƓĲƖƚŸŰċũШĬċƣċьШыљÄƨĲƖǃШ?ċƣċњьШƚĲŰƣШŉƖŸůШEntraID-authenticated use of Microsoft 
365 Copilot and Microsoft 365 Copilot Chat to Bing are subject to the following terms:

Å Microsoft has no rights in Query Data other than as needed to provide the services
Å Query Data is not used to improve Bing
Å Query Data is not used to create advertising profiles, or track user behavior
Å Query Data is not shared with advertisers or otherwise beyond Microsoft and its contracted 

suppliers who are subject to terms no less protective than these provisions
Å Query Data is not used to train generative AI foundation models
Å Query Data is treated as Customer confidential information and, protected by appropriate 

technical and organizational measures

Web queries commitments Product Terms effective March 12, 2025



Microsoft Product Terms

Web queries commitments Product Terms effective March 12, 2025

https://www.microsoft.com/licensing/terms/productoffering/Microsoft365/EAEAS
https://www.microsoft.com/licensing/terms/productoffering/Microsoft365/EAEAS
https://www.microsoft.com/licensing/terms/productoffering/Microsoft365/EAEAS


How Copilot uses queries when web grounding
1. The prompt is written by the user.

2. The Copilot LLM generates web queries 

that are sent to the Bing search API: 

Å Documents and files are not sent to 
Bing search service; only search key 
words are sent. 

Å Queries sent to Bing by Copilot are 
disassociated from the user ID or 
tenant ID. 

Å ìĲĤШƚĲċƖĦőШƕƨĲƖŔĲƚШŊĲŰĲƖċũũǃШĬŸŰќƣШ
contain all the words from a user's 
prompt (unless very short). They're 
generally based off a few terms used to 
find relevant information on the web. 
However, they may still include some 
confidential data, depending on what 
the user included in the prompt. 

3. The response is generated by the Copilot 
LLM.

Prompt (written by the user) 
We're considering a possible acquisition ofFabrikam. Help me put together a 200-word summary 
report of publicly available financial information on the company, includingtheir business 
strategy.

Web queries (generated by Copilot and sent to the search service)
Fabrikamstrategy
Fabrikamfinancials

Response (generated by Copilot)
Fabrikamis a CPG startup that offers healthier food alternatives but with the samefamiliar 
taste as traditional brands. The company gathered $4.5 million in seedfunding in 2019 and 
raised $31.5 million in a series B funding round in 2022. As ofJanuary 2023,Fabrikamraised a 
total of $83.4 million in funding and is on target tomore than double its sales this year.

As the pandemic hit,Fabrikamfaced the challenge of pivoting from brick-and-mortar stores 
ƣŸШŸŰũŔŰĲШƚċũĲƚЯШċŰĬШƣőċƣќƚШƽőĲƖĲШƣőĲŔƖШŔŰŉũƨĲŰĦĲƖШůċƖťĲƣŔŰŊШƚƣƖċƣĲŊǃШĦċůĲШŔŰƣŸplay. Instead of 
relying on in-store events and promotions,Fabrikamturned to social media and influencer 
partnerships to build brand awareness and reach a wideraudience. The company also 
approached innovation from a genuine angle, balancingtraditional consumption drivers with 
better-for-you offerings and having a holistic,robust distribution strategy.

In summary,Fabrikamhas raised over $55 million in funding and has a stronginfluencer 
marketing strategy that has helped them pivot to online sales during thepandemic.

Example



Bing search serviceBing search serviceBing search service

Microsoft 365 service boundary

OrchestratorOrchestratorOrchestrator

LLM

Log

Copilot

p

q

web query

prompt

results

Copilot, Please find a specific tax 
strategy for the client Müller regarding 
their succession planning: Date of 
birth: May 3, 1960 
Children: 2 
Marital status: Married Grandchildren: 
4 
Assets: 3 residential properties / 
ĤƨƚŔŰĲƚƚШċƚƚĲƣƚШыƣŸƣċũШƻċũƨĲаШқΝΜШ
million)

prompt

Example: Web grounding Copilot



What Data will be selected?

Message Copilot

Add people, files and more for better results

Copilot, Please find a specific tax strategy for the client Müller regarding their succession planning: Date of birth: May 3, 1960 
9őŔũĬƖĲŰаШΞШ~ċƖŔƣċũШƚƣċƣƨƚаШ~ċƖƖŔĲĬШ]ƖċŰĬĦőŔũĬƖĲŰаШΠШ ƚƚĲƣƚаШΟШƖĲƚŔĬĲŰƣŔċũШƓƖŸƓĲƖƣŔĲƚШоШĤƨƚŔŰĲƚƚШċƚƚĲƣƚШыƣŸƣċũШƻċũƨĲаШқΝΜШůŔũlion)

Not Included

ÅEntire prompts

ÅEntire Microsoft 365 files

ÅEntire summarized web pages or PDFs

ÅEntra ID info (Username, domain, tenant ID, etc.)

Not Impacted

ÅSearch Ranking

ÅAnswers  or features  like Rich Captions

ÅSocial features (Auto Suggest, Trending & Zero Input)

ÅLLM no use of data for training

Copilot, Please find a specific tax strategy for the client Müller regarding their succession planning: Date of birth: May 3, 1960 
Children: 2 Marital status: Married Grandchildren: 4 Assets: 3 residential properties / business assets ыƣŸƣċũШƻċũƨĲаШқΝΜШůŔũũŔŸŰь



An abstracted Prompt will be sent to Bing
Search request to Bing:

јGermany tax strategy succession 
planning 2025 for high net worth 
individuals German inheritance tax 
exemptions and allowances for 
married couples and children 
Succession planning strategies for 
business assets in Germany љ



Microsoft 365 Copilot &Copilot Chat Web Grounding

Data Flow
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Data processing is covered by DPA and Product and Service Terms, Microsoft is Data processor!
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